[bookmark: _GoBack]Recently, some members have received emails that appear to be from DKG leaders and even Society Headquarters.  These imposter emails request money, gift certificates and even personal information.  Please do not respond to the emails and certainly do not send money or any personal information.  Holding your mouse over the sender’s name and email will often reveal the true email address hiding behind the imposter.  

I can assure there has been no breach of our database here at Society Headquarters.  When we trace these emails, they appear to be tied to external websites that also utilize our contact information, such as state organization and chapter websites.  It is quite typical for scammers to gather contacts from sites and then create imposter email addresses to scam, phish and otherwise accomplish fraudulent goals.  In fact, sometimes they seem to work quite hard at it!  This is, in fact, one of the reasons much of our website content is housed behind a required log in by each member. 

Unfortunately, the only solid way to remove the probability of this happening is to restrict the external use of our contact information – such as not allowing other websites to post our contact information or link back to our website.  Unfortunately, this would also cause the international level of the Society to lose connections with state organizations and chapters – and thus, members.  We believe such a measure would be far too extreme and the “cost” far too high – cost in terms of losing contact with members and harming the very relationships we seek to strengthen. 

Thus, we believe there is no reason to be concerned about the security and privacy of member data, but we do apologize for the inconvenience of receiving these emails. It is certainly unfortunate that scammers, phishers and other predators always seem to use the most difficult and challenging times to take advantage of us and promote their fraudulent activities.  

Staff are all working remotely, but please do feel free to call Society Headquarters if you wish to chat about this or any other concern. We are checking main line phone messages daily and will return your call as soon as possible.  Of course, we are also accessible by email.  

We encourage you to share this memo with all of your members and thank you for your efforts to spread the word.

Take care and stay safe out there.
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